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NccnepoBavue mexaHuamoB nHcgopmaumoHHoii 6e3onacHocTy Ha noprane
SDGrid B HaunonansHow pua-undpacrykrype

TTorennnasn Grid, Kak TeXHOJOrHM, KOTOpasi OOBEIMHSIET Pa3JIMIHBbIE BBIYUCIHTEJIbHBIC
pPecypcsl B €IQuHYI0 MHMPACTPYKTYPy, OPUEHTHPOBAHHYIO Ha PEIICHWE CJOXKHBIX HayIHO-
TEXHUYECKNX, MH(MOPMAIIMOHHO-YIIPABJIAIONINX U JIPYTUX 3aJad, & TaKyKe OPraHH3alUIo J0-
CTyIla U XpaHEHHe Pa3JIMYHbIX PECypPCOB, B HACTOsIEE BPEMsl OYeHb BeJHK. B Guimrkaiimieit
nepcrekTuBe Grid 0JI2KEeH CTaTbh BBIYUCIUTEIBHBIM HHCTPYMEHTAPHEM ISl PA3BUTUS BBICO-
KHUX TEXHOJIOMH B pas3iuuHbIX cdepax KusHu desnoeka. Onuako 6wicTpoe passurue Grid
HAIIPSMYIO 3aBHCUT OT IIPEJIOCTaBJIEHHs KOHEUHBIM IOJB30BATEJSAM IIPOCTBIX CPEJCTB JJIst
pelleHusl UX 3ajad, CKPhITHE IIPH TOM BCEX CJIOXKHOCTEe peasm3anuu cucrembl. Co3zaHue
ynob6uoro u npocroro Web-noprana nocryna k Grid-pecypcam pemaer sTo npobiemy. OHa-
Ko Web-mopraJibl, kKak u jio6bie Web-npusioxkenusi, ysi3BUMbI K XaKEPCKUM aTaKaM, II09TOMY
HCCIIEZIOBAHNE MEXAHU3MOB UX GE30IIaCHOCTHU SIBJISIETCS] aKTYaJbHBIM M BarKHBIM.

ITopran SDGrid (System Development by Grid) — siBisiercsi 9KCIIEpUMEHTAIBHBIM OPTa~
JIOM, CO3JAHHBIM JIJIsl IPEJOCTABICHUS JOCTYIIa IOIb30BATEIeH K BbIYUCIUTEIbHBIM BO3MO-
2KHOCTSIM HanmoHayibHOU Grid-uHdpacTpyKTypel Yepe3 IPOCTOil M MHTYUTHUBHO-IIOHSITHBIN
BeG-uHTEpDEiic.

OcnoBubIMU TpeboBaHusiMu K GesonacHoctu SDGrid moprasa siBasiroTcst HaJiexkHast 630~
nacHocTb nHdopMalmonHoit cpeabt Web-cepsepa (OC, B/I, cpencrs 3ammrsr Web-cepsepa),
cucrembl ynpasienusi Web-nioprana (CMS), a tak:ke nHGOPMAIMOHHOM Cpeibl 8 MUHICTPA~
Topos Web-nioprasa.

SDGrid nopras nocrpoen Ha 6aze CMS Gridsphere 2.1.5. Ha ocHoBe npoBejieHHO# cpaBHU-
TEeJIbHON XapaKTEePUCTUKU JOCTYyIHbIX GecriaTHbix CMS st nocryna k Grid, Gridsphere B
HACTOsIIIIeE BPEeMsl sIBJIsI€TCs Hanbosiee y100HOi, IOIyJISIPHON U PACIIPOCTPAHEHHOI 1m1aTdop-
MOIi JIJIs1 CO3/IaHUsl KaK BBIYUCIUTE/bHBIX, TAK U [10JIb30BATEILCKUX IIOPTAJIOB.

Gridsphere noguepxxusaer ncnosszopanne GSI (Grid Security Infrastructure), a Taxxe
eJMHYI0 cucTeMy ayTeHTHdUKanuu (MCIOJIb30BaHUE OJHOM y4eTHOH 3almucH Il JOCTyIa K
pasmmunabiM Grid pecypcam) [1]. Mexanusm ayrenrnduranuu Gridsphere noprana SDGrid
OCHOBaH Ha Inepejade ceprudukaTa, BbIAHHOIO IEHTPOM cepTUhUKAIMN, IPUBATHOIO KJIIO-
4a I0JIb30BATENIsI M IIOJYyYEeHUN HA MX OCHOBE BPEMEHHOI'O IIPOKCH-cepTuduKaTa y cepBepa
MyProxy.

st mcciieioBaHusl aJbTepPHATUBHON cucTeMbl ynpasieHusi nopraja SDGrid kadempoit
CII 6pu1a BeiOpana EngineFrame 5.0 — miaTHas KyMeHT-cepBepHas IIPUKJIaHAs [IpOrpaMMa
aus I'pusi-noprasia, KoTopasi OTIMYaeTCsl POU3BOAUTEIBHOCTHIO, COBMECTUMOCTBIO C COB-
pemennbivu nporokosamu HPC cucrem, a Takrke MOIYJIBHOCTBIO M IM'MOKOCTBIO JIOCTYIa K
I'pug-uadpacrykrype. Mexanusm ayrenrudukanun EngineFrame ocHoBan Ha nepemade Jio-
rMHA ¥ TAapoJis NoJib3oBaresisi, onHako EngineFrame Authentication Framework nossossier
HAINCATh MOJLYJIb ayTeHTU(MUKAIMHA, KOTOPBIA CMOYKET UCIIOJIb30BATh TAKUE MEXaHHU3MbI KaK:
Unix/NIS, HTTP, LDAP, Active Directory, Globus, Citrix MetaFrame Server, MyProxy u
ASF [2].

B pobe paborbl Gbula IpoBe/eHa CPaBHUTEJbHAs XapaKTEPUCTHKA CUCTEM yIIPABIICHUS
noprasa SDGrid Gridsphere u EngineFrame, nccienoBanbl ux MexaHU3Mbl 6e3011aCHOCTH,
a TaK»Ke BBIINOJIHEHO UX CKaHMPOBAaHHE aBTOMATHYECKMMU CKaHepaMmu Ge3omnacHocTu Nmap,
Nessus, Xspider, Shadow Security Scanner u Acunetix Web Vulnerability.
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